1 (<>ngit5;s1) f!i-)hik* dex see for piwidmg certificate ba>scd cTyptogiaphx, the 

a rccencj t>pc5au\c 50 rcv;t'Kc a '^Airdcss uaiijimisisioEi of a Cfdiijcuk" u*'> ■tcatjon 

?3otiikatk>n over a broadcast ehannei; 
ao authc-nJjcator operative 10 receive ihe cerdikate revocatit^n noiiticauon. uhe 

t.-^iu"5los •>;icrat:ve iu*hentK'ak' ■<'<^--tod comparison data iooludeil vvnhiu 
the cortiHcato rov)c.Uion noUfKatittVi, 
updaier, Cisupled to the autheaticator; the updater operauve te ixpdate data 
represedtmg &t least om private or public key based on the certMcate 
revocatioK sioJificafion. 

2 C^nciHfi' » Ti'v Hi hilii ut\ ice ct ck m I whcwm the ^ jK le c ..avK n 
nntd't'U 0*^ t virdes ^eruKation awtlioi J> jdc xUhai, icM^Am t 'casor aala dM. 
rvf ! ■^s^til ' v.^ * s s v! ^ 

\ n^^itii T U u.i !>'k de\ ice ui cia m 2 h^nhct ^ompi SNjng a -e<ix>. a 
ope{< tn e to recede the v.erjif )„<iUf fi autk nt\ dcntihej *ro5 1 t!w <. uihcxi.u ation m Jdule ihc 
searv tie opc! Jsti^ a to retne% e a stored vcruticai*; coiresposdmg \o the ^crti^Katioi^ authi« 

m<. ii .Ls a hx\i \^nf3«.aliOR sa'au i,cBera or opeiatnc tn gej c <*tc a f vcrifu atson v^luc 
>a ed V n liJv it'T»cd u>mpan\oi' i ita and ti 0 d«i<j sttpre^ei t ng a cetlifk ati.* os m esos' d 
^lO V rU^ \ ! )v a^nuu o» vpenti^*. t « ^'en^^ut^ s> se ord ! U n ^ ieb<j->edon 
Ik ^i.n k h> is 1 d er ^irkUht t.\Cvat< 1 easo 1 u )[ i v. 

0 ic^i 5^ u >. ^nn^re *o the tirs-. \ e htauon t iuc lUid th^. stcnnd fcuh'^ uois \k 
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,w''!v.ij<,v 1,^^ obEioUe^iCCof clumi? vvl c oui the t.5v;acd a*rapan5«'n AiUu.s 
8 conpresjscd T«Drc;>entatioi5 of the ooinbnjdticu of the ceiutkauon auUionts jdcntiilo! vUJd 

0 \*'>ijginaU Tlx mobiiO dcs- wc of cUnn 2 x\.lic{oisx the dsD jcpjc^ainrsg a 
i-xxtsfk-ati' L'f mtcrest js at least ons uf: a ccmficate ai>d a universal iVNousce Uscator 

7. (Ongmal) The mobile device of claim 1 \\herem the chamiel i,v lc;j>l one of 
0 dt\\..^H<'o ■^.X'J.tS'ii chan.nel rnid a channel assigned a predclenumed purt ideiitiScj jb a 

S. (Origirial) The mobile device of claim 7 wheiem the messaging s j'slem is at 
least mm of a: short messaging system and an extended messaging aysiem, 
^(''i /-j.^i'i^ r-ohtso do\ IOC of oiami \ Rmhcr comp-s^'os; 

<i use: j.torf.icc viH^Mvd t>-' J^ii: seaiohei. the user iatcfiace OjX':<nr- c ic icccss v uso' 
display mfonTifmuTi regaiding ihe certilkate revocation tiotiOcation and the user interface 
eoupk^'i 1 5 d?c updaici ^vherdn ihc updaier is operative k) update ti^e ckita ie]:\vVv'nunjj.at leas? 
OS5C prsvatc or piu he key ha^ai on a ijser input reeeived by the user interface nwduie, 

10. (Originai) A. method for providing eerttficate based oryptogmphy in a mobile; 
device, tlie iriethod comprisisg: 

ro«..\v:ri;o „c?L.;ic o sc^vauiosj notification fiom a m irelcs^ traiisjms-sion over n 
bmadcasi ohjmneK 

aiithesstseatiEig the eemilcate revocation notification; and 

updating data representing st least one private or public key based on ihi ccriitleaie 
revocauoii noSmciUion. 

1 1 The ETK'thvxl ofdams 10 wik-roin the certificate jc^ooattoii 

noutlcauon incluJe^s a coitificatiou autho iiy idattifjer. rcvfjeatioii !eaM>ti data, sigi^cd 
comparison data <ind data represeming a ceUiileale of inlet est. 
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jI! jOnginal) The mcihod of ciahn I \ further cymprising gejicraiiju; ;s Hrst 
verificatiors vaiue frotn {he signed comptjrison data and the data .repre^seBiitig a certificate of 
imcfcsU gcjK'iCiiiny a ^ccvud venficafion Vv^hsc bused on she cenifl-.:i!t-on authi'-jiv i-.l..-ni;ri(;r 
and {he revocation reasosj data; arsd comparing the f3rs{ vcrif!ca{ion value wnh ihc secoiui 
verification vahie;< 

1 3. (Origkal.) 'Tho motlwd of claim i 2 ftirtiier comprising: ae«essisg dais 
i n{ <, > pubic kt\ and ictiic\mg a ic^i It ati h'^Si.xj v t'H 

14 )uginaO i ht mtthoti o dmn I ^ htxha conxpusiRi disp a>in^ tntiuiK 
< »i drftd ctfat^cd iTom tnc ceUii into re^actUion no{ji5;^a{a m ana tht 5(„\o<. i{jr! rtt son 

certisicjHs o^ Jiiieresi. 

I (OiigJiu 1) j hi, irethod of v.!aim 1 1 herein the (Uu rtp j esem? Jg j ^.^'^{flv.at,; 

6 v'^f^ji . T V I -icdioa of >.a«3i 10 wh^ieui thi \ toad*.ast Uwn 0\ v i t i 
ht % rdt >s £ran>i^Jssior ot the t-v-rtiiKait revi'v-titiOH lobti^atitais Tu.%.i\ca a tas o^<, 
of : a dedscsied byoadcast Ghamiei mud. & messaging svstem chmmsjL 

) 5 iin S 1; it, i. i 5' 

K s I, ^ I ■* !SM(, k s{ ol ^ \1 itntssa n^s\s u ^ i l it. l. 
messagiusf. svsfem. 

1^ (On^i' J! V-'ntthid lorpio\idmg5,vrtiiic.atobav<,av.rv|Hcg!a} h's maplujidn 
i i hi. s\s >. h\v mji 

1* ^ t. jinmKn'M o i 5t,^jiln. i > H is 



5 



devjce vismg a broadcast cnanneL 

c wbxIaKlinr ihn.u if < i , > i 
novi i nix\ uiLs. .^auoii uuii-^iUv iiitru^iv o^tKtU'O'^ a«sx lait > j. .v*^ 
comparison data md dala repnssentiiiH a cejtsflcate ol mieresL 

20 J <5i} 11c mvthodaf claim 18 uhcsci vhe broadca-it tic «i x< 

21 . j Oagmab Ths- method, ot olmm 1 S wherem when the broadcast caam^et is a 
dedieaisd certrficate revocatiOis notilicatian broadcast channel. 

'''' <^t>rjgin.ax) A it ethod for pro-vidi ig oeU ikatc ba^ed cnpK>graph> n a rxf^hJe 
device, die method .coBipmrng; 

rc<,v!i\mg a v,criT*i,^Hc ^t;\ocaliMu jotificatio i horn a ni'ckssfe tfansm^&^ion mcr 

■>'v>at t.as „ n ^Jic , whc en the certdtcate revocatws no j'^Kaiion ' k luaos a 

data ami <1ata represmting a cmmeaie of interest; 
i^utliefttjcatmg the oemhcate revocatjon noMjcatiosi, wherem the authsiiticatsnj^ 

aaia represetitmg a ceitificate of mterest; 
;vBcraim^ a *>ei,otKl % c jfieatioj \aluc bdsed on ti e !„ertifkats« n . uL oritv 
<. cisf'xi>.n ai d tliv v^'tjon o.'-^ 'n data, in 

i iht 1x^,1 >c5il cai'i i' value ^Mth thw s^vOidNcui t,a *. sO 
apd.xt ' i ^it<ta ^epnj'^vjjiti^ig kt-.t onep^nate oi paoijv kov based on the ^.tnitlKate 
revocation sioti&atiots; 
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1^ sOrigina!) The tnelhod ofchum 22 fonher coxnprisisig, acci.'ij3bh; Juid 
rt*presentmg at basl on« priviUe or public key: reprieving is cmifscste based on the 

rcv<,!caLion iioufscaJion and iho rcvocador, reason daia; and qucf>'i«g at) s;nd user to remove 
the cesliiscate fmni the daJa rspreseuting a certificate of inieresl, 

24. (Originai) The method of cJaim 22 wherem the broadcast chasinel ovsr which 
Uic vv iu k\vs - fUK' -.'cnifk-iUc rv-xoofsU-'tn noiirsciuion SvVcivcd i^^ a; Kmp? 

h ^.led•c;■!;^;d l!: i .adcdst chasmci ami a chamici assJignsfd a predciemiiPxCd pon Kleutiilor iii a 
messagi»g system- 
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